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Create Port Groups

Jul 2017

What is a Port Group in VMWare

To be able to complete this section, you need to have created a vSwitch, if you have not done this then you can look here for information on
how to create a vSwitch.

A Port Group contains one or more interfaces from Virtual Machines. A Port Group is created and assigned to a Virtual Switch (vSwitch). This
then maps a Port Group to a Physical Interface via a vSwitch (you can't directly map Port Groups to Physical Interfaces).

Log in to the ESXi Web GUI, on the left hand pane select Networking.

vmware ESXi”

T3 Navigator Il ) demoRack1vM.Subnet27 - Hetworking
- ﬂ Host ‘ Port groups I Virtual switches Physical NICs. VMkernel NICs. TCP/IP stacks Firewall rules
Manage
Monitor I %3 Add port group I | @ Refresh )
» (51 Virtual Machines Name ~ | Active ports. ~ | VLANID ~ Type ~ wvSwitch v | VMs ~
H storage @ N Network 3 0 Standard port group = vSwitchD 4
€ Management Network 1 0 Standard port group 8 vSwitchl W
@ 1Psource 1 0 Standard port group B DATA SW 2
@ rPout # 0 Standard port group [ DATA SW 1
@ PKG20rigin & 0 Standard port group 8 DATA SW &
g MFELZPKG 2 0 Standard port group B DATA SW 3
4
|] Recent tasks =
Task ~  Target ~ Initiator ~ Queuved ~ | Started ~  Result ~ Completed v ~
Refrash Natwor System damaRackivM. SubnetZT root OTASZIT 09:24:32 11902017 0:24:32 @ Conpleted successiully OTHSZOIT 09:24:32
= Network Config damaoRacklvM. SubnatZ] root 7/192017 02:24:31 1192017 08:24:31 @ conpleted su 0792017 02:24:32
<h Network System demoRack1vM. SubnetaT root OTS201T 08:23:59 OTS201T 08:23:59 @ conpieted su OTIS2017 08:23:59
etwork Canfig demoRack1vM, SubnetaT root 192017 08:23:59 @ conpleted su (2017 05:23:59
<h Network System demoRack1vM. SubnetaT root 17 08:17:16 08:17:16 @ conpieted su 708:17:18
Updste Metwork Config demoRack1vM, SubnetaT root OTS201T 08:17:16 OTAS20TT 08:17:16 @ conpleted suscessiully OTHS2017 05:17:16

At the top of the page, select Port Groups and then select Add port group.

The Add port group page will open.
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E Add port group - Ingress

Ingress

e o]

Wirtual switch Data_Network

¥ Security Click to expand

Add Cancel

We need to enter some information here:

Name: A name for the Port Group. | have used Ingress (and Egress for a second Port Group)

VLAN ID: Unless you have a good reason, leave this as 0 (default)

Virtual Switch: This is the vSwitch you wish to assign this port group to, use the vSwitch you created earlier.
Security: Unless you have a good reason, leave this as default

Create a second Port Group (Egress).

You will now be able to see both the Port Groups you created.

vmware ESXi” root@192.16827.3 ~ | Hep ~ |
T3 Navigator . || € demoRackvif.subnet27 - Hetworking
~ [ Host \ Partgroups | Virtuslswitches Physical NICs Vikernel NICs TCRIP stacks Firewall rules
Hanage
- 43 Add port group Edtsetings | (@ Refresh Actions ( )
+ &) Virtual Machines Name + | Active ports v | VLAND v | Type | vSwitch v| Vs v
[ storage @ VM Network 3 0 : Standard port group 8 vSwitchd 4
@ Management Network 1 0 Standard port group 8 vSwitchd WA
@ IPsource 1 0 Standard port group = DATA SW z
@ rout 1 0 Standard port group = DATA SW 1
@ PKG20rigin 2 ] Standard port group [ DATA SW 2
PRT=SEENA 2 T i
@ Egreass 0 Standard port group 8 Data_Network 0
@ Ingress 0 0 Standard port group 8 Data_Network 0
Bitems
|| Recent tasks I
Task v Target ~ Initiator | Queued ~ | Started ~ | Result ~| Completed v ~
Refresh Network System demoRack1vM. Subnet2T root OT/19i2D17 08:24:32 OT/19i2017 08:24:32 @ completed suscessiuly OT/15i2D17 08:24:32
Uy etwork ‘demoRack1vM SubnetZT root 07192017 09:24:31 0712017 09:24:31 G Completed s OTII%201T 05:24:32
sh Network Syst oRacklvM.Subnet27 root 92017 09:23:59 0 9 ° Completed s 07192017 09:22:59
te Network Config demoRackivM.Subnet2T root OTAX2017 09:23:59 O7THH201T 09:23.59 ° Completed s 0TI 2017 09:23.59
sh Network System demoRackivM.SubnetZT root OTAX201T 09:17:16 ° Completed s OTHH201T 09:17:18
jetwork Config demoRack1vM.Subnet27 root 071X2017 09:17:16 ° Completed successfully O7/IX2017 09:17:16

At the top of the Networking page, click Virtual Switches.
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$ Networking

T3 Navigator || €3 demoRackivM.Subnet27 - Networking |
~ [ Host Port groups. Virtual switches Physical NICs. VMkernel HICs TCP/IP stacks Firewall rules
Manage
Monitor = Add standard virtual switch Add up Editsettings | @ Refresh Actions
+ &) Virtual Machines [ 4] Name + | Port groups Upinks v | Type v
[ storage n vSwitchd 2 Standard vSwitch

Data_Network

Standard vSwitch

Jitems

| Recent tasks

Task Target ~ | Initiator ~ | Queued

Refresh Network System demoRackl v Subneta?

Update Network Gonfig dzmoRackl v Subneta?

Pouer On VM MFEL_T

Reconfig Vi ) MFEL_T

Click on the vSwitch you assigned the Port Groups to.

vmware ESXi”

OT/19i2D17 08:17:16
Si2017 08:17:16
8i2017 05:08:02
92017 09:05:43

~ Started Result
@ Completed successfully
@ Completed succassfully

@ Completed sucoassfully

H8/2017 08:1
HS/2017 08171
15/2017 08:06:02
HSIZ017 03:05:48

Completed v
82017 08:1

/2017 01

@ Failed - There are insufficient licenses ta comp...

) Virtual Machines
> (@ Origin
Monitor
» (3] MFEncodingLive
More VMs...
[ storage
~ € Networking
& Data_Network
» € Ingress
More

"z Navigator =) Data_Netwark

* [ Host
T H Addupink  / Editsetings | (& Refresh | £ Actions
Monitor

Data_Network

Type: Standsrd vSwitch
Port groups 2
Uplinks: 1

= vSwitch Details
MTU 1500
Ports. 3152 (3123 available)

Link discovery Listen / Cisco discovery protocol (CDP)

Aftached Viis 0 (0 active)

Beacon interval 1

= vSwitch topology

0 Egreass
VLAN ID: 0

@ Ingress ]

VLANID: 0

~ NIC teaming policy
Notify switches Yes
Policy Route based on originating port I
Reverse policy Yes

Roling order Ho

i Physical adapters

M. vmnic8, 1000 Mbps, Full

« Security policy
Allow promiscuous mode
Allow forged transmits.

Allow MAC changes

« Shaping policy
Enabled

|| Recent tasks

Task ~ Target ~ | Initiator ~  Queued

~ Started

~ Completed v
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This displays the information about your vSwitch, the part of interest here is the vSwitch topology diagram, this displays a graphical

representation of what you have just created. A larger view is below.

= VSwitch topology

£3 Egreass ®m® Physical adapters

WLAN ID: 0 . £ |—| ™= vmnicg, 1000 Mbps, Ful
£ Ingress

VLAN ID: 0 [ )

Remember, here we are looking at a graphical representation of our vSwitch, on the left we see the two Port Groups we just created. On the
Right we see the Physical Interface that this vSwitch is connected to (vmnic8).

To use this Port Group / vSwitch configuration, you will need to use one of the Port Groups in your Virtual Machine configuration, you can see
that here.
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